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Realestate buyers and salers are targets for wire fraud and many have lost
hundreds ol thowsandy of do'lars because they lalled Lo take two simple stepy

Obtain the phone number of your real estate agent and your escrow agent at your first meeting

Call the known phone number Lo speak dicectly with your agent or escrow officer
to confirm wire instructions PRIOR to wiring

Beware that cyber stalking and fraud are always changing.

Here is an example of a common type of fraud:

An emall account (this could be agent’s, escrow’s, or contumer’s emal'} & hacked, Hacker monkors the account, waiting for the
time whea consumer must wire funds. Agent, escrow, and consumer bave no knowledge they are belng monttored. Hacker,
npersonating agent or @scrow, Instrects consumar 1o wire Tunds Iremssdiately. The wre Instructions are for an account Con
trofled by hacker. These instructiors olten create o sense of urgercy and olten explain that the agent o7 escrow offcer cannot
be reached by phone 0 ary fol'ow-up must be by emal. \Whaen consumer repd s 1o this emal, (onsumes's emall is diverted to

hacker. Consumer wires the funds which are stolen by hacker with no recourse for consumer.

Never wire funds without first calling the known phone number for agent or escrow

and confirming the wire instructions. Do not rely upon e-mail communications.

The best way Lo isolate yoursell against this fraud I8 not to utilire eléctranic means 1o transfer money
pertaining to a real estate transaction (i.e, ETF, wire transfer, electron'c check, direct deposit, ete. )

The undersigned heroby acknow'edgels) receipt of thiy notice and the riyky associated with, and the vulrerabifities of electronic transfer of
funds, The undersigned furthers agres that if ekctron ke transter of funds 5 ulllized in this transaction, they hereby hold the Brolerages, their
agents and the designated title compeny harmless from al dairms ariing 0wt of insccurate transfer instructions, fraudulent taking of said
funds and/or any other damage relating to the tonduct of third parties infuencing the Implementation of transfer instructions

Authovized Emal Address Acthonized Emal Addvess
Authoriced Phone Mymber Athoeied Phone Namsier
Conyareer Sigratre & Date Camumast Spatuie &k Dote

This form Is approved by lepal counsel for REALTORS of South Central Kansas exdlusheedy for wae by mrambers of
REALTORS of South Certial Karsas and ¢ther sahorred REALTORY®, No wairanty Is mrade o implied oo 1O e
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